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Abstract 
The threshold proxy signature scheme allows the original signer to delegate a signature 
authority to the proxy group member to cooperatively sign message on behalf of an original 
signer. In this paper, we also propose a new scheme which includes the features and benefits 
of the RSA scheme which is a popular security technique. Also, we will evaluate a security of 
undeniable threshold proxy signature scheme with known signers. We find that the existing 
threshold proxy scheme is insecure versus the original signer forgery. We also demonstrate 
that a threshold proxy signature suffers from a conspiracy of an original signer and a secret 
share dealer, and that the scheme is commonly forgeable, and cannot offer undeniable. We 
claim that the proposed scheme offers the undeniable characteristic.   
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1  INTRODUCTION 
In the proxy signature scheme, the original signer delegates the user entitled the proxy signer 
to sign message on its behalf. Since Mambo et al. presented a thought of a proxy signature 
[1], various proxy signature schemes are suggested [2]. According to a type of delegation, a 
proxy signature is categorized as full delegation, partial delegation and delegation by warrant. 
In full delegation, an original signer passes its private key as a proxy signature key to a proxy 
signer by the secure channel.  
 
In partial delegation, a proxy signer has the proxy signature key from a proxy signer secret 
key and the delegation key passed by an original. A delegation key is created by an original 
with the trap-door permutation of an original signer secret key. A proxy signature is dissimilar 
of an original and a proxy typical signature. In delegation by certificate, an original signer 
employs its typical signature scheme to sign the warrant that records a kind of information 
delegated, an original signer and a proxy signer identities and a period of delegation. The 
signature of a warrant is entitled certificate that stops a passing of proxy power to the trusted 
authority. 
 
Combined with delegation by certificate, a partial delegation can be altered into the partial 
delegation by warrant. A partial delegation by warrant can offer sufficient security and 
efficiency. For simplicity, we denote that a partial delegation by warrant a proxy signature. 
Mambo et al. proxy signature scheme satisfy a characteristic of no one except an original 
signer and a proxy signer can generate the valid proxy signature on behalf of an original 
signer. In 2001, Lee et al. [3] enhanced a security characteristic of a proxy signature by 
generate the valid proxy signature and someone else, even an original signer, cannot create 
the valid proxy signature. So, for the valid proxy signature, a proxy signer cannot repudiate 
signed a message and an original signer cannot repudiate delegated a signing authority to a 
proxy signer. Namely, a proxy signature scheme has a security characteristic undeniable. 
 
 

2  RELATED WORKS  
Based on a secret sharing scheme and threshold algorithm [4], Zhang et al. suggested a 
threshold proxy signature scheme [5]. In ),( nt threshold proxy signature scheme, the proxy 

signature key is shared among a subset of n proxy signers where at least t  proxy signers can 
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cooperatively sign documents on behalf of an original signer. To avoid argument regarding 
who is a proxy signer, Sun [6] suggested the undeniable threshold proxy signature scheme 
with known signers. Sun scheme reduces Kim et al. scheme drawbacks that a verifier is 
incapable to verify if a proxy group key is created by an authorized proxy group. But, Hsu et 
al. [7] illustrated that Sun scheme is weak since any t or more than t proxy signers can get 

the private keys of other proxy signers. In 2003, Yang et al. [8] proposed an enhancement on 
Hsu et al. scheme. Yang et al. scheme is more efficient regarding the communication cost 
and timing complexity. In 2004, Tzeng et al. [9] obtained that in Hwang et al. scheme, a 
malicious original signer can forge a threshold proxy signature without an agreement of the 
proxy signers. Tzeng et al. also built the undeniable threshold proxy signature scheme with 
known signers and claimed the suggested scheme enhanced a security of Hwang et al. 
scheme. In 2006, Yuan Yumin [10] introduced a threshold proxy signature scheme with non-
repudiation and anonymity. Yuan Yumin claims that the scheme with any verifier can check 
whether the authors of the proxy signature belong to the designated proxy group by the 
original signer, while outsiders cannot find the actual signers. In 2007, Qi Xie et al., [11] 
claims that their scheme made an improvement of undeniable threshold multi-proxy threshold 
scheme with shared verification. In 2009, Hu and Zhang [12] presented a cryptanalysis and 
improvement of a threshold proxy signature scheme with undeniable.  
 
The remainder of this paper is organized as follows. In Section 3, we will provide some 
notations and reconsider Pedersen threshold distributed key generation protocol [13]. In 
Section 4, we will analysis a security of Sun et al. threshold proxy signature scheme. In 
Section 5 we will describe the proposed scheme. Finally, conclusions are in Section 6. 
 
 

3  PRELIMINARIES  
In this Section, we will provide some notations used thorough the paper and also reconsider 
Pedersen threshold distributed key generation scheme. 
 

3.1   Notations Used 
In this section, we provide the notations which are used thorough this paper. 

qp, : Two large prime numbers where 1/ pq . 

:g  Generator of
*
pZ its order is q  

:O  Original signer 

:,...,, 21 nPPP The n  proxy signer 

:Od  Private Key of an original singer O  

:Oe  Public key of an original signer O  

:id  Private Key of a proxy signer iP  

:ie  Public key of a proxy signer iP  

(.)h : Secure hash function. 

||:  Concatenation operation 

:id  The identity of the proxy signer 

:wm a warrant which records information delegated, an original signer and a proxy signer  

identities with a period of delegation. 
 

3.2   Pedersen Threshold Distributed Key Generation Protocol 
Pedersen threshold distributed key generation scheme contains n  Feldman ),( nt  verifiable 

secret sharing schemes [14]. Suppose ),...,,( 21 nPPP are n players. Pedersen scheme includes 

the following three stages.  

1.     Every player iP  arbitrarily selects a polynomial )(zfi  over qZ of degree 1t . 

  
1

1,
2

210 ...)( 
 t

tiiiii zazazaazf                    (1) 

iP  Transmit 1,10 ,...,, tiii
aaa

bbb . Then iP finds and passes qjf i mod)( to jP such that 

nj ,...,2,1 where ij  in the secure channel. 

http://www.springerlink.com/content/?Author=Yuan+Yumin
http://www.springerlink.com/content/t151127005u34504/
http://www.springerlink.com/content/t151127005u34504/
http://www.springerlink.com/content/?Author=Yuan+Yumin
http://www.springerlink.com/content/?Author=Qi+Xie
http://www.springerlink.com/content/987g8p340m113q01/
http://www.springerlink.com/content/987g8p340m113q01/
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2. Every jP check a validity of a share qjf i mod)(  by verifying for ni ,...,2,1 ,  

pbbbbb
t

tiiiii jajajaajf
mod)...()()(

1
1,

2
210)( 

  

When all )( jfi are checked to be certified, jP finds qjfx

n

i

ij mod)(

1




 as his share. 

3. Assume that qzfqzazazaazf

n

i

i
t

t mod)(mod...)(

1

1
1

2
210 




  . Where, qaa

n

i

irr mod

1




   

for 10  tr , and qifxi mod)( . So qxw

n

i

i mod

1




  when any t secret shares, say 

twww ,...,, 21  
are Lagrange interpolating polynomial: q

ji

j
sfw

t

ijj

ti

i

i mod
0

)0(

1

,1

1

1












     (2) 

The validity of the reconstructed private key w  can be checked by the following formula 

holds: pbb

ni

i

aw i mod

1

0




                                               (3) 

 

4   SECURITY OF THRESHOLD PROXY SIGNATURE SCHEME  
We will describe some threshold proxy signature schemes which are follows: 

 

4.1   Sun et al. Scheme 
The first scheme we will describe the Sun scheme as follows: 
 

A.  Description of Sun Scheme 
First, we will describe Sun threshold proxy signature scheme as follows: 
 

Secret Share Generation Phase 

In this phase, a proxy group ),...,,( 21 nPPP wants to create a group of private and public key 

pair pq ZZew  *
1),( . A proxy group run Pedersen threshold distributed key generation 

protocol as described in Section 2. Every player iP  uses
1

1,
2

21 ...)( 
 t

tiiiii zazazadzf  

So, a private key shared by a proxy group is 




n

i

idw

1

and a related public key is 

pee

n

i

ii mod

1




  . Every proxy signer iP  gets a secret key share qififx

n

j

ji mod)()(

1




 . 

Suppose 1,...,2,1,mod  tjpbu ja

j  . 

 
Proxy Share Generation Phase 
In this phase, an original signer O  creates a proxy share as follows. 

 

Step 1: Original Signer O  

1. arbitrarily selects qZr   

2. find pbl r mod  

3. Compute proxy qrlmhdk wO mod)||(  .  

4. Allocate a proxy key k  between a proxy groups by implementing Feldman scheme.  

5. arbitrarily selects polynomial of degree 1t : qzgzgzgkzf t
t mod...,)( 1

1
2

21



   

6. finds and privately passes qifki mod)( to a proxy signer iP for ni ,...,2,1  

7. declares ),( lmw and )1,...,2,1(  tjbv jg

j  
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Step 2: Proxy Signer iP  

1. accepts ),,( lmk wi when a formula pvleb
t

j

i
j

lmh

O
k j

wi mod
1

1

)||(





 correct 

2. Find 
ik qlmhxk wii mod)||( as a proxy share. 

 
Proxy Signature Generation Phase  

Suppose that ),...,,( 21 tPPP  as an actual proxy group signs a document m as follows:  

1. The t proxy signer runs Pedersen threshold distributed key generation protocol for 

sharing value 




t

i

OiO cc

1

,  using qzczczcdczf t
tiiiiOii mod...,)()( 1

1,
2

2,1,,



  .  

2. Each iP for ti ,...,2,1 gets the public key pby Oc
mod and a private arbitrary value share 

qiciciccdifx t
tO

t

i

ii mod...)( 1
1

2
21

1






   such that 




t

i

ijj cc

1

for 11  tj   

3. Each, iP   finds proxy signature share qmidhkyxs iii mod)||(   

4. Pass is to proxy signers ),,...,2,1( ijtjPj  in the secure channel.  

5. Each jP can check a validity of is  by verifying when the following formula correct: 
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7. Every proxy signer in actual proxy group can creates 

)||())0()0(()0( midhffyfs    by a Lagrange interpolation formula to is .  

8. The proxy signature on m  is ),,,,,( syidlmm w .  

 
Proxy Signature Verification Phase 

The verifier can identify an original signer and an actual proxy signers from wm , and id , and 

validate a proxy signature by verifying when 

 peyelb

y
t

i

i

midh
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i

i
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e

s w

O
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1

)||(

1
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
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
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
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
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
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 
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                   (4) 

 

B.  Cryptanalysis of Sun Threshold Proxy Signature Scheme 
In this subsection, we illustrate that Sun scheme is weak against an original signer forgery. 
Since the malicious original signer can create the proxy signature on every document and 
claim that any t  proxy signers can be actual proxy signers of a proxy signature. Assume a 

message m , an original signerO  arbitrarily selects the proxy group (thus, O  selects id ).  

 

1. Suppose that O  imitates proxy signers ),...,,( 21 tPPP .  

2. Then O  find s pgel a
n

i

i mod)(

1

1


  where
v

t

i

i bey 




1

1)( , such that qq ZvZa  , .  

3. Then, O  finds: qvymidhlmhdas wO mod)||())||((                    (5) 

 

4. So ),,,,,( syidlmm w  is the valid proxy signature on message m since 

  
pbb

vymidhlmhdas wO mod
)||())||(( 

  

    
        

pbbb yvmidhlmhda wO mod)(
)||()||(

  
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5. THE PROPOSED SCHEME   
The suggested scheme combines theta )(n  and an elimination of a computation of inverse 

in RSA scheme if we calculate a value of Lagrange coefficient. Also, we suggest an equation 

to find a result of message warrant wm . Suppose that ),...,2,1( niNN iO  .  

  

5.1    The Proxy Sharing Phase  
The steps of the proxy sharing phase are as follows: 
 
Step 1: Proxy Generation  
The original signer O must do the following: 

1. Find a group proxy signing key )(mod1 O
m

O Ndd w    

2. Find the proxy verification key )(mod1 O
m

O Nee w   

3. Compute )(mod)( O
T

w NrTPm  such that P  is a validity period of proxy 

signature and T  is a sum of identities of nO PPPP ,...,, 21  

4. Declare  O
d

ww Nemem O mod),(,,( 11                 

 
Step 2: Proxy Sharing 
The original signer O must do the following: 

1. Choose 1t degree polynomial Ot Nxaxadxf mod...)( 111  , such 

that 121 ,...,, taaa , are an arbitrary integers.  

2. Compute a proxy singer iP  partial proxy signing key )(ifki   

3. Pass i
e

iO
d

i NkNk iO mod),mod)((  to a proxy signer iP  . 

 
Step3: Proxy Share Generation.  

The proxy signer iP must do the following: 

1. Receive i
e

iO
d

i NkNk iO mod),mod)((  

2. Obtain ),mod)(( iO
d

i kNk O  by his secret key id  

3. Verify a validity of ik  and keeps it secret.  

 

5.2   The Proxy Signature Issuing Phase  
Suppose that T indicate the group members including any t  proxy signers who desire to 

create the proxy signature on a message m  on behalf of OP  cooperatively.  

  

Step 1: Proxy Signer iP  

Every proxy signer iP uses a partial proxy signing key ik  to do the following: 

1. Create a partial signature O
k

i Nms i mod    

2. Pass ii
d

i sNis i ,mod),(( to a combiner. 

 
Step 2: The Combiner 
The combiner must do the following: 

1. Receive partial signature is from iP  

2. Check the validity of a partial proxy signature by verifying if ),(mod),( isNis ii
ed

i
ii  .  

3. Find b

Tidid

a ididv

ba

 
,

  such that ba   
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4. Find 







t

ijj ji

j

b

Tidid

ai
idid

id
ididL

ba ,1,

)( where 




t

ijj

ji idid

,1

)( a factor of )(

,

b

Tidid

a idid

ba




.  

Thus, iL is integer and a combiner require not calculating inverse of 




t

ijj

ji idid

,1

)( . 

5. Create a signature O

Ti

L
i Nss i mod



   

6. The result of proxy signature is ),( sv . 

  

5.3   The Proxy Signature Verification Phase  
The steps of this phase are as follows: 

1. A verifier can check a signature signed on behalf of an original signer by a 

formula O
ve

Nms mod1   

2. An original signer can distinguish a proxy signer from a signature by ii
ed

i sNs ii mod  

3. An original signer can trace proxy signers by ie . 

  

6  CONCLUSION  
In this paper, Sun threshold proxy signature scheme has been analysis. The scheme is based 
on discrete logarithm assumption. The security of Sun is undeniable threshold proxy signature 
scheme with known signers. We find that in Sun scheme, a malicious original signer can forge 
a valid proxy signature on any message without the agreement of the proxy group.  We also 
suggest an efficient scheme which involves the characteristics and gains of the RSA 
cryptosystem which is a popular security scheme.  
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