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Abstract

This paper discusses the use of location as a unique identifier for Wireless Fidelity (Wi-Fi) Access. The
architecture of the prototype draws upon Location Based Services (LBS) and Wi-Fi technology. A detailed
discussion of the access variables, functionality, and security is conducted. The paper concludes that
most LBS monitoring devices rely upon emissions to control devices. However, emission security has no
commercial standard and if electromagnetic waves are going to be effective then commercial standards
for emission security need to be developed.
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1 LOCATION BASED SERVICES

The Location Based Service (LBS) model used to develop the prototype by this researcher(s) is similar to
the Jokela model [1]. The model describes how usability is a key role in the development of user
interfaces for mobile telephones. This researcher(s) adopted the Jokela model because the model
incorporates the professional practice of designing usable products. The researchers identified the task of
user which, in turn, formed the basis of the product usability. Previous research indicates that all new
products were efficient in tasks management (once quantified) before the design stage begins [1].
Similarly, profiling behavior in groups (i.e.-grouping components and architecture) of LBS will insure both
reliability and workability in mitigating the risks to privacy [2].

1.1 Access Variables

In Tables 1.0 and 1.1 denotes independent and dependent variables that are utilized to develop a threat
and trust model for LBS. The threat model dependent variables in Table 1.0 and mitigates them in Table
1.1. The flow of information between the dependent variables in Table 1.0 links each variable together and
defines their interdependencies. The researcher demonstrates how existing variables in LBS are
embodied in the Wireless Fidelity (Wi-Fi). The aim of location estimation methods determines the location
of mobile devices from signal matrices measured from a set of access points [3]. The method utilizes
centralized Wi-Fi architecture that is a set of access points which acts is client server. The particular
method was the choice of the researcher since this method is commonly utilized by LBS end users and is
proven to be an accurate tracking of mobile devices such as laptops [4].

The dependent variables provides monitoring, detection, and prevention. The logical components of the
prototype are Radio Frequency ldentity Tag (RFIT), Wireless Communication System (WCS), light weight
access points, antennas, and exciters. The data measure of the dependent variables provides monitoring,
detection, prevention. Protective quality is cross-checked with the use of International Standard
Organizations (ISO) Information Security Management System standards (1SO27001:2005). The
standard verifies the overall security strategy (i.e. - the security risks that affect the logical components).
This standard defines space for monitoring, detection, and prevention. This protective method instructs
the Wi-Fi compatible mobile device with LBS to monitor, detect, prevent, and protect unauthorized access
to the wireless network. Moreover, the user’'s unique profile is stored to a database server which drives
the security policy of the organization.
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Table 1.0: Dependent and Independent Variables of LBS Threat Model [4]

Measure of
D\/eaprie;tﬂggt Measur{e/;)rlzal?)elgendent Independent Variables Independent
Variable
Signal corruption, data,
software, spatial
RFID Compliance with EU & relationships, projection, RFID Infrastructure
Technology ISO/IEC Standards scale, data format, used for live test
metadata, radio
transmission
Volume of the floor of the
Compliance with ISO/IEC library, Volume of the
Test bed Metric Measurement Ceiling of the library, Vo:jum_e Or. Te::t t;ed
standards Volume of the Walls of the unng five tes
library
Wireless Direct or reflected signals,

WCS Infrastructure
used for live test

Communication Compliance with ISO/IEC algorithms, software
standards and IEEE Protocols K

System engines, Specification

Compliance with ISO/IEC Rasr:rgeer; I?hs Sr; dli?oSVSvéVSé%nal
standards and IEEE protocols gtn, '

Received Signal

Access Points Strength Indicator

reach
MOb”e Compliance with ISO/IEC I Funct|ongl|ty qf
Wireless . Specification Laptop during live
. Manufacturing standards
device tests
Noise & Compliance with ISO/IEC & Interference Noise during live
Interference IEEE Recommendations tests
Table 1.1: Dependent and Independent Variables of LBS Trust Model [4]
Depgndent Measure of Dependent Independent Variables Measure ofllndependent
Variables Variable Variable
Trust Mitigation of Threat Model Wireless Security Model Ability to Secure Wi-Fi
Model Network

2 WIRELESS FIDELITY

Experiential studies reveal that wireless network technology has not been able to restrict radio waves used to
transmit data from one access point to another. That is, leaking through windows and doors of an
organizations building [5]. This is because Wi-Fi is based upon radio communications technology, as an
alternative to structured wiring and cables [6]. Transmission by air waves allows unauthorized persons to
access wireless networks from outside a buildings physical wall who utilize specially configured laptops. This,
in part, is due to the lack of physical control over the radio waves [7]. Furthermore, wireless can broadcast
anyone within its range. And special large antennas can pick and chose the non-physical radio waves to
monitor [8].

2.1 Wi-Fi Functionality

Research studies confirm that location privacy is critical to the security of data transmitted by wireless
technology. In addition, studies confirm that the implementation of the purportedly secure standards for
wireless systems such as the 802.11 requires a new framework to provide security to data being
transmitted [23]. Until late, information in transit remains in a plain unprotected form for some seconds
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before it is re-encrypted into another format for transmission and this allows information criminals to crack
a variety of security holes [9] as noted in Figure 1.0.

. Service Provider Business System,
Maobile Encrypted Encrypted
| WAP — Intranel,
User data data
Gateway Internet,
possible WAP Gateway Wired
technologies: lew seconds nelworks,
FDMA securily gap firewall security,
GSM switching from Accaess Points
CDMA SSL/TLS usually
GPRS Lo unsecured
WTLS

Figure 1.0: Overview of a wireless network security system [9]

3 UNIQUE IDENTITY

This paper does not suggest a new signal propagation model for location estimation or algorithms for the
triangulation of locations. However, the researcher demonstrates a new method of securing Wi-Fi
networks utilizing Location Based Services (LBS) with Geofencing [6, 10]. Experiential research reports
that Radio Frequency ldentity (RFID) technology is used in asset tracking, real time supply chain
management, and telemetry based remote monitoring amongst others [11]. RFID technology was utilized
in World War 1l by United Kingdom army aircraft to distinguish enemy aircraft from other aircraft through
the use of radar. Research reveals that RFID and similar technologies can play a vital role in the future of
Wi-Fi networks [11]. Unique identity can be monitored using SPSS statistical tools for data analysis in
order to recognize human activity like walking [12, 13]. l.e. - walking speed is extracted using features
from speed sensors attached to a user; the procedure allows monitoring technology such as RFID [14].

3.1 Identity Management

RFID technology is classified as a wireless automatic identification and data capture technology [15]. The
technology employs radio waves for detecting objects [11]. The use of RFID is described as the effective
and efficient tracking of assets [16]. Since Radio Frequency Identification (RFID) technology requires no
visibility, which leads to the reduction of human intervention, the ability to successfully track, locate,
identify, and trace objects is an asset [17]. In addition RFID assigns individual identification numbers to
each product thereby lending itself to item level traceability [4, 10]. Research reveals that the majority of
RFID tags produced today are passive RFID tags, comprised basically of a micro-circuit and an antenna
[18]. They are referred to as passive tags because the only time at which they are actively communicating
is when they are within close proximity of a passive RFID tag reader or interrogator [18].

In addition, research identified another type of common RFID tag in the marketplace today. Itis known as
the active RFID tag, which usually contains a battery that directly powers RF communication [18]. This
onboard power source allows an active RFID tag to transmit information about itself at great range, either
by constantly communicating this information to a RFID tag reader which is responsible for the
transmission of an electromagnetic wave into the detection field via its antenna [18]. Research studies
show that active RFID tags can transmit only when prompted to do so [19]. This is because active tags
are usually larger in size than passive tags and can contain substantially more information because of
higher amounts of memory than do pure passive tag designs [19]. Active tags are typically used in real-
time tracking of high-value assets in closed-loop systems that is, systems in which the tags are not
intended to physically leave the control premises of the tag owner or originator [19].
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Active RFID tags can provide tracking if a positive or negative indication when an asset is present in a
real-time location [20]. Most Real Time Location Systems (RTLS) are based on the use of active RFID tag
technology. The intensities of radio signals emitted from Wi-Fi networks can be used to detect the position
of a mobile device since there is a functional dependence between the signal strength received from an
access point (AP) and the physical position of the mobile device [4].

Additional research reveals that accurate models of radio transmission patterns are important for protocol
design and simulation [21]. A research report presented results from an experiment using Radio
Frequency test equipment which precisely measured sensor node transmission and signal strength in
order to accurately determine transmission patterns [21]. The study led to a proposed methodology to
optimize the design of an asset tracking system that was constrained by a limited number of RFID readers
[16]. The active and passive RFID applications and comparison is noted in Table 1.2. This table
compares the two types of tags and the applications. The researcher(s) utilized a tag to monitor the
movement of a laptop during the experiment. [22].

Table 1.2: Active and Passive RFID Applications & Comparisons [4]

Application Active RFID Passive RFID
Tag Power Source Internal to Tag Energy transfer.red from the
reader via RF
Tag Battery Yes No
Availability of Tag Power Continuous Only within field of reader
Required Signal Strength Very Low Very High

from Reader to Tag
Available Signal Strength
from Tag to Reader

(Must power the tag)

High Very Low

Short or very short range
(3m or less)
Ability to read and transfer
sensor values only when
tag is powered by reader,
no date/time stamp

Communication Range Long range (100m or more)

Ability to continuously monitor and
Sensor Capability record sensor input, data/time stamp for
sensor events

Large read/write data storage (128kb)
Data Storage with sophisticated data search and
access capabilities available

Small read/write data
storage (e.g. 128 bytes)

4 SUMMARY

The architecture, introduced herein, was utilized while developing a framework for location as a unique
identifier and the concepts relevant to the framework. The researcher(s) then examined areas of research
and practice currently using location as a unique identifier for access control. The purpose was to better
understand tested concepts and determine how the framework can securely combine both the Wi-Fi
components and architecture to secure Wi-Fi networks. Future research is centric to the rarely explored
area of emission security. That is, most LBS monitoring devices rely on emissions to control devices such
as RFID technology but little is known about emission security and its technology which, until late, date
has been the reserved for several governmental agencies without a commercial standard. If
electromagnetic waves are to be utilized effectively then a commercial standard for emission requires
development.
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