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Abstract - Over the past five years, there 
has been an upsurge in the application 
and use of biometrics authentication 
systems on varied IT infrastructure. 
Today for example, biometric 
identification and authentication is 
widely used in airport security, border 
controls and corporate network 
security. Most importantly, and in the 
quest for a more advanced security 
system to cater for the present day 
internet e-business environment, the use 
of biometrics has come to prominent 
focus. However, using biometrics across 
insecure communication networks such 
as the internet has enormous 
implications and brand new challenges; 
especially in the wake of increasing and 
highly sophisticated cyber-crimes such 
as Identity theft and phishing. The 
bigger question then arises, what 
happens when a user’s biometrics 
information is stolen online? This paper 
proposes a two-layered e-biometric 
identification and authentication model 
that aims to prevent the fraudulent used 
of stolen or spoofed biometrics data. 
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I.  BIOMETRICS EVOLUTION 
AND USES 

 
A. Introduction 

Biometrics is the science of the 
measurement of unique human characteristics, 
both physical and behavioral. Various 
biometric technologies are available for 
identifying or verifying an individual by 
measuring fingerprint, hand, face, signature, 
voice, or a combination of these traits [1]. 

According to [2], many large companies 
now use fingerprint sensors for logging on to 
corporate networks. And in Texas State, 
driver's license authorities employ face 
recognition for capturing and storing digital 
photographs and the first iris-scan-protected 
ATM in the nation was introduced in May 
1999. 

Biometrics technology has increasingly 
become important with significant usage and 
new areas of development or implementation 
throughout modern societies. Many 
application methods have been implemented 
over many centuries [3], and the technologies 
that come with collection, storage, use and 
analysis of biometrics data have also evolved 
and become significantly sophisticated. The 
evolution is primary from the technological 
perspectives, though taking into account some 
organisational complexities. Recently, these 
technologies have come under a lot of scrutiny 
due to the security of the stored biometric data 
and privacy concerns [4].  

However, Don Erickson - Director, 
Government relations, Security Industry 
Association (SIA) - in a recent interview [4] 
claims that, the benefits of biometric 
technology outweigh its privacy concerns. 
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Biometrics as a unique identification 
technology may seem new but it has been in 
application for thousands of years. Its history 
dates back to the 14th Century when palm 
prints and foot prints were used by the Chinese 
to identify babies, and fingerprint stamping on 
documents was also widely accepted system 
used to identify authors of written texts [5]. 

Reference [3] earlier noted that the 
ancient Egyptians and the Chinese both played 
a significant role in the history of biometrics. 
The study also supports the fact that, 
biometrics technology has actually been in 
application for thousands of years, although 
many see it as technology developed in the 
20th century. A report by [6] also stated that, 
since the beginning of civilization, humans 
have used faces unique and physiological 
traits-like features to identify known (familiar) 
and unknown (unfamiliar) individuals. This 
evidently is still in application today. Humans 
instinctively recognize each other by their 
inherent ability to scan, store and compare 
biometrics traits such as faces, voice, body 
anatomy measurements. 

According to [7], Biometric identification 
and verification has also played a significant 
role in law enforcement over the years, 
especially in identifying criminals. In the 19th 
century Alphonse Bertillon, a French Police 
clerk developed a system, which was later 
known as the Bertillonage system. The system 
of biometric identification made use of 
measurements of some specific parts of the 
human anatomy, as well as marks on the body. 
The Bertillonage system is a form of 
anthropometry - a system by which 
measurements of the body are taken for 
classification and comparison purposes. This 
system of biometrics recording required 
numerous and precise measurements of the 
bony parts of a human’s anatomy for 
identification. It also involved recording 
shapes of the body in relation to the 
differential markings on the surface of the 
body such as scars, birth marks, and tattoos. 
These marking added additional accuracy 
based on the assumption that no two 
individuals will have exactly the same marking 
on exactly the same parts and position of their 
bodies. However, the Bertillonage system was 
eventually dismissed due to significant 
inaccuracies introduced through human errors 
in recording the actual measurements used for 
identification and also the lack of standards.  

The significant evolution of biometrics 
systems has led to further advancements and 
refactoring of existing systems. Modern 
advancement of technology has led to many 
improvements in the area of biometrics. One 
such major development is the signature 
authentication system, developed in the 1960s 
which led eventually to the signature 
verification system in use today [8]. It has long 
been known that each person has a unique 
handwritten signature. The way a person signs 
their name or writes a letter can be used to 
prove a person's identity. As a replacement for 
a password or a PIN number; dynamic 
signature verification is a biometric 
technology that can be used to positively 
identify a person from their handwritten 
signature [8]. 

And reference [3] had also confirmed the 
idea that, signature biometric authentication 
procedures were in existence since the 1960s 
and 70s. However, the biometric field 
remained fixed until the military and security 
agencies researched and developed biometric 
technology beyond fingerprinting. Today, 
there are a wide range of biometric 
authentication technologies and these are 
spreading with the speed of the present day 
information technologies. 

Meanwhile, [9], in an article “Biometric 
pace of change gives Canberra the jitters” 
noted that, Biometric technology has changed 
and is continuously changing at such a rapid 
pace that government departments have no 
other choice but to work continuously on 
backend systems in preparation for biometrics 
deployments; while waiting for the emerging 
technologies to mature. 
 
B. Types of Biometrics 

Biometrics has been deployed in several 
areas of our everyday life including airport 
security to immigration and border controls 
[10].  

Some of the present day biometrics 
authentication systems identified in this paper 
includes the following: 

1. Fingerprint identification 
2. Face recognition 
3. Iris scan and retina identification 
4. Hand geometry 
5. Handwriting and signature 
6. Voice identification and verification 
7. Facial thermograph 
8. DNA matching 
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9. Gait recognition 
10.  Ear Shape identification 
11.  Keystroke Recognition 

The development, application and use of 
biometrics in today’s dynamic information 
systems environment, spans across 
government and private networks from airport 
security and border control, to military and 
corporate access control, as well as in banking, 
medical (records) establishments and schools; 
and all these poses new challenges which can 
be affected by various factors such as political, 
legal and ethical issues. Reporting on the use 
of biometrics in Schools, [10] found that thirty 
per cent (30%) of High Schools the UK are 
taking fingerprints simply to speed up basic 
administration activities such as borrowing 
library books, registering in the mornings and 
buying canteen lunches. In fact the reasons for 
this, have very little to do with the issues 
discussed and sometimes they ignore the 
implications of collecting and storing such 
data. Biometrics today, with retinal scans, 
voice recognition, hand geometry, movement 
and signature recognition, have far surpassed 
anything our ancestors would have predicted 
[11].  
 

II. DRIVING FACTORS 
The fast and increasing range or use of 

biometrics application today can arguably be 
attributed to the following main factors [12]: 

1. The need for a more advance user 
identification, verification and 
authentication system in terms of 
access control. 

2. The need to demarcate and preserve 
information systems, and the 
increasing volumes of sensitive 
information that these systems 
continue to process, transport, and 
store.  

3. The uniqueness of the physiological 
traits used for most biometric 
authentication - fingerprints.  

4. Government and business drive for 
improved security – identity, fraud and 
terrorism (both inland and 
cyberspace). 

According to [13], the National Fraud 
Authority reported that ID fraud is one of the 
fastest-growing crimes of the 21st century. It 
now affects more than 1.8 million people 

every year in the UK, with fraudsters netting at 
least £1.9 billion from the crime. Also, [14] 
and [15] had both stated the fact that, internet 
security has grown to become a major IT 
challenge in recent years. They believe that 
there are many inadequacies in the current 
information security counter-measures. 
Internet users are vulnerable online where their 
data or private information can be stolen in a 
number of ways, for example, through use of 
spywares and/or phishing. A website holding 
users information can easily be compromised 
using spoofing techniques, which entails the 
use of a look-alike website to fraudulently 
collect users’ information unsuspectingly. 

Presently, usernames, passwords and pins 
are the most widely used internet security 
mechanisms. However, in recent times there 
have been increasing accounts of more 
sophisticated e-crimes, exploiting the known 
flaws of the password and pin security 
systems. In their research [14], [16] clearly 
identified that the system of username and 
password is too easy to compromise using 
monitoring software and spyware, phishing 
and other readily available tools and 
techniques.   Meanwhile [17] reported that 
the number of PCs compromised with software 
that lets cybercriminals to control the 
machines remotely, had more than quadrupled 
in recent times. The issue raises many 
questions; and, from a security point of view, 
it is very alarming. It demonstrates serious 
need for more advanced security system to 
preserve the future of the new “internet 
culture” which has so much benefited the 
human race within this short period in history. 
The undeniable truth is that, the highly 
complex and increasing volumes of crimes 
against information systems, especially e-
commerce systems and internet users show 
that; current protective measures in 
information systems are inadequate and have 
outstretched the traditional pin and password 
defensive measures. 

The present day technological 
environment has outgrown the traditional 
password and pin security infrastructure that 
we seriously rely on every day, seemingly to 
protect our virtual domains.  Again, [14] noted 
that the reasons for the current increase in 
attacks have been due to the following factors: 
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1. The fact that, so many people are 
increasingly connected to the internet.  

2. And most users are not taking 
adequate precautions in protecting 
their personal details.  

 
Reference [14] suggested that, adequate 

measures in this context could imply using 
modern security implementation tools and 
techniques to protect the ever increasing 
digital assets. That is, ’ looking beyond the 
traditional password and pin’ , into for 
example; digital signatures, certificates and 
biometrics. It is very evident that securing 
users’  information as well as organizations 
digital assets is highly imperative, especially 
with e-commerce distributed systems. In fact, 
very few will argue that, when pitted together - 
the present day sophisticated cybercriminals 
against the ordinary online users’  – the two do 
not compare. The traditional user-password 
and pin security measures are so inadequate to 
the advanced skills/abilities of the techno-
savvy criminals. Therefore, this singular 
notion undoubtedly justifies the need for a 
more advanced security system that can 
withstand the rigours of high-tech cybercrime 
attacks associated with the current internet 
environments. The reference [18] reported 
another incident where a hacker used virus-
laden spam emails and online webcam to 
remotely spy on women, harvesting users 
personal emails and peeking on confidential 
hospital patients and government records. 

Therefore, the serious IT threat, that of  
using technology to fraudulently capture and 
use unsuspecting users’  information by 
criminals must be curbed. These online 
activities have increasingly driven many IT 
security stakeholders to consider the use of 
biometrics and in this case, electronic 
biometric (e-biometrics) systems as a security 
measure; an alternative to, and/or timely 
replacement or enhancement of the password 
and pin security measures.  

However, for this to happen there is need 
for a better way of biometric integration 
between and within systems. For example, in a 
vertical integration, the National crime, Health 
care, Police and the Judiciary systems should 
share their databases, to make the processes 
more effective. But, such a process could be 
faced with issues of privacy, and therefore 
requires a mandatory legal framework before 
integration. 

According to [19], the fact that identity 
theft and other security breaches continue to 
be on the increase; many businesses and 
governments are finding it very hard to retain 
clients and achieve or maintain ‘consumer-
trust.’  And it is a goal ever more highly sought 
after by organisations and governments across 
the globe. Therefore e-biometrics might just be 
the key to maintaining trust and building 
consumer confidence in online systems use. 
 
A. The Fear Factor(s) 

One major factor that has hindered the 
widespread use of biometrics security across 
the internet is the threat of theft of biometrics 
data. A preliminary unpublished research 
survey by Arreymbi & Odiah in March 2009 
showed that, all of the respondents (100%) 
feared their biometric information could be 
stolen and/or compromised if captured, stored 
or used on any online system. Also, a majority 
(85%) of the respondents expressed concerns 
with ethical issues of biometrics. 

Therefore, in this paper we will attempt to 
provide some answers to the following 
questions: 

1. How do we prevent the exposure, and 
theft of users’  biometrics details 
online? Noting how easily users’  login 
information can be stolen through the 
use of software or other methods such 
as phishing. 

2. How do we prevent online users’  
biometric data misuse or fraudulent 
use, if captured or compromised? 

 
B. The Solutions 

The fact that biometrics are tied to users’  
physiological traits that may not change over a 
period of time; there is great need to prevent 
the theft and use of stolen biometric data. 
Therefore there have been several attempts or 
approaches to creating a flexible/ cancellable 
biometric, such that, stolen biometrics can be 
cancelled and reset as easily as resetting a 
users’  password.  

 
Reference [20] identified 4 ways of 

creating cancellable biometric, namely: 
1. Biometric salting- this approach wraps 

the original biometric around a 
pseudorandom string. 

2. Bio-Key Generation: this approach 
stores a parameterised biometric data 
instead of the original data. 
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3. Fuzzy schemes approach: this method 
combines the actual biometric with a 
public auxiliary information. 

4. Non Invertible transforms- this 
approach transforms the biometric 
using a one-way function. 

 
The above approaches are based on the 

combination of the biometric data with a 
token, with a view to creating a new biometric 
signature that encapsulates the original 
biometric data and improve security and user 
privacy.  

For simplicity this can the illustrated as 
follows: 
 

pS(Bo)   where; 
 
pS= the pseudorandom string, 
Bo= the original biometric data 
 

It is clear these approaches address the 
issue of making biometrics cancellable or 
reset-able. However, they do not address the 
issue of reuse of a compromised biometric 
data, where the stored biometric data has not 
been reset, as any comparison will be based on 
value against value, such as: 
 
pS(Bo) = pS(Bo). 

 
The system will only be effective in a 

case where, the stored biometric data has been 
reset to create a new signature, such as pS2(B2), 
thus the comparison will be: 
 
pS(Bo) against pS2(B2). 
 

Therefore, with regard to the above, we 
present a proposed BioDater security model to 
further address this grey area. 
 

III. THE PROPOSED BIODATER 
SECURITY MODEL (BDSM) 
 

A. Introduction to BDSM 
The BioDater [Biometric + Date stamp] 

security model (BDSM) is a two-layered e-
biometric model based on an algorithm that 
combines the original biometrics data (Bo) 
with a pseudo-random string (pS) and the 
current timestamp (Tc) to create a more 
flexible and query-able signature. The 
biometric data in use can be any form of 
biometric data captured such as, finger print 

data entered through a scanner for the purpose 
of identification. The resultant biometrics 
object (BrO) created by the BioDater security 
model (BDSM) is a product of the original 
biometric, the random string and the 
timestamp and therefore creates an extra layer 
of comparison based on its date and time 
attributes.  
 
i.e. BDSM ==> BrO = Bo +pS + DT 
 

This date-time attribute of the BioDater 
object (BDO) enables the querying of specific 
attribute like date and time of creation (DTC) 
and the object’ s Time-To-Live (TTL). 
 
B. The BDSM registration and authentication 
process 

At the point of enrolment of biometric 
data, the entered biometric data is 
parameterised with a pseudorandom string and 
the current timestamp. The algorithm is 
illustrated as follows: 
 
pS (Bo) + Tc.  Where; 
 
pS = the pseudorandom string, 
Bo = the original biometric data 
Tc = the current timestamp 
 

The BDSM authentication algorithm 
comprise of comparisons at two separate 
layers as follows. 

1. Layer 1: at this point Tc is compared 
against Tn 

2. Layer 2: pS(Bo) is compared against 
pSn(Bn). 

 
The layer 1 comparison as above queries 

the Timestamp attribute (T) of the BioDater 
object in line with the following: 

1. Test for Time-To-Live 
2. Test for exact duplicated samples 
3. Test for Out of range samples. 

 
B.1. Test for Time-To-Live 

This test ensures that the entered 
BioDater sample, which will be used for 
authentication has not outlived a specified 
TTL. By attaching a specific TTL to a 
BioDater sample, we aim to prevent the reuse 
of a Biometric sample that may have been 
stolen in transit; for example, through a man in 
the middle attack, or phishing techniques. The 
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sample will expire as soon as it outlives its 
TTL.  
 
B.2 Test for Duplicated samples 

Testing the time-stamp attributes for exact 
duplicates at this layer aims to prevent the use 
of a BioDater sample that may have been 
compromised directly from the storage source, 
for example, a case where the sample has been 
stolen directly from the database. The time-
stamp attribute will match value for value and 
will not be authenticated as the time-stamp on 
the sample required for authentication must be 
different from the time-stamp attribute of the 
stored copy.  
 
B.3 Test for Out of range samples 

If the date-stamp attribute of the entered 
sample is less than the date-stamp attribute of 
the stored copy, this will imply that the entered 
sample has been created earlier than the stored 
copy. At this stage the authentication will fail 
as the sample required for authentication must 
bear a time-stamp attribute greater than that of 
the stored copy. 

Based on the BDSM, re-enrolment creates 
a new biometric template (BT) with a new 
time-stamp attribute. Therefore, any 
previously stolen BioDater sample will bear a 
date and time stamp less than the new 
template. And, any BioDater sample stolen 
before the BioDater template update cannot be 
used. 
 
C.  Layer-2 Security 

The second layer security is an 
authentication process which deals with 
comparison of the actual parameterised 
biometric data (i.e. pS(Bo) as above). In 
essence, it is comparing the extracted 
biometric data sample entered, with that of the 
stored template. And the process will only be 
executed if the layer 1 security tests have been 
successfully. 
 

IV. VALUE OF BIODATER SECURITY 
MODEL (BDSM) IN E-BUSINESS. 

 
Researchers such as [14], [21] and [22] 

have all highlighted the fact that internet and 
e-business users (over 40%) still fall prey to 
cyber scammers and easily give away their 
private login and banking details. Hence, it can 
be deduced that users’  e-biometric information 
could be vulnerable to phishing and other 

threats.  And it becomes even more critical if 
users’  e-biometric data is captured or stolen 
online. Therefore it is imperative that a 
solution is provided to prevent the fraudulent 
capture and use of e-biometric data.  

For e-business applications, it is believed, 
the BioDater security model (BDSM) will 
prevent the fraudulent use of stolen or spoofed 
biometric data over the internet. It will also 
prevent the exposure of users’  plain biometrics 
data, which most users fear could be used for 
other fraudulent purposes, by creating a 
BioDater sample which is made up of the 
user’ s biometric data, a pseudorandom string 
and the current date and time stamp at the 
point of entry.  
 

V. CONCLUSION 
In this paper, we have examined methods 

of creating cancellable biometrics and used the 
techniques to propose a model for online 
biometric data security called BioDater 
security model (BDSM). The model provides a 
two-layered biometrics authentication 
algorithm with a view to overcome the threats 
of re-use of stolen biometric samples. The 
BDSM approach is continuously being 
developed and tested, and requires further 
studies to provide improve e-biometric 
security. 
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