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ABSTRACT 
The purpose of this study is to present a comprehensive survey and extensive analysis of existing stream ciphers. The 
survey is carried out to satisfy several goals. First, to provide comprehensive literature review that summarizes the 
constructional design of current stream ciphers. Second, to present a consistent classification of stream ciphers in 
order to facilitate the understanding of existing stream ciphers, and the development of new stream ciphers. Third, to 
provide extensive security analysis for existing stream cipher categories. 
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1. Introduction  
Cryptography is fundamental to most computer 

security applications and it is used to help 
cryptographic services in securing communication 
over unsecured channels. Cryptography focuses on 
issues of securing messages so that only the relevant 
parties can read the messages. Transforming a 
message (plaintext) to an incomprehensive form 
(ciphertext) is accomplished by a process known as 
encryption. In contrast, transforming an encrypted 
message to its original form is accomplished by a 
process known as decryption.  

Those transformations (encryption and 
decryption) are achieved by two classes of 
cryptographic algorithms: symmetric key and 
asymmetric key algorithms. In this paper we are 
focusing on one type of the symmetric key algorithms 
known as stream ciphers.  

In stream ciphers, based on an input key, a 
sequence of random bits is generated and used as 
keystream that will never be used again during the 
run of the cipher. The general structure of stream 
ciphers is portrayed in Figure 1. 

 

As shown in Figure 1, the core of any stream 
cipher is located in its keystream generator. Therefore 
in this paper we classify and analyze various stream 
ciphers from the design perspectives of the keystream 
generator.  

This study is conducted due to the importance of 
stream ciphers in securing information, which is 
considered as the most strategic resources. 
Furthermore, the study aims to fulfill several 
objectives, including: to provide comprehensive 
literature review that summarize the constructional 
designs of existing stream ciphers, to shape a clear 
vision of stream ciphers designs through a consistent 
classification that can assist the development process 
of new stream cipher, and finally to provide an 
extensive security analysis for several existing stream 
ciphers categories.  

The rest of the paper is organized as follows: 
Section 2 presents a comprehensive classification and 
categorization of existing stream ciphers, supported 
by security analysis for each category. In Section 3, 
we discuss the general properties of each category 
from the design and security perspectives. Lastly, the 
conclusion of our survey paper is presented in Section 
4. 
 
 
2. Stream Ciphers Classification 

Stream ciphers are classified into three 
fundamental categories: hardware-based, software-
based and hybrid design stream ciphers. In this 

Figure 1: The general design of stream ciphers  
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In term of the security Rueppl’s generator is 
subjected to correlation attacks since the probability 
of input-output correlation is of 0.5 [7].  One example 
of the summation generator is the E0 stream cipher 
which is used in the Bluetooth protocol [8]. However, 
various cryptanalysis and statistical attacks on E0 had 
been presented in [9], making E0 stream cipher not 
secure for cryptographic applications. 

Another example where summation generation is 
used, is a parallelized stream cipher presented in [10]. 
Few years later, an algebraic attack against the 
generator was presented in [11], making the 
parallelized stream cipher subjected to security 
vulnerability. 
• Boolean Functions: In mathematics, a Boolean 
function is defined as a mapping of one or more 
binary input variables ࡸ  to one binary output 
variable ࡸ . Formally, we write the mapping function 
as follows: 
:ࢼ  ࡸ  ՜  ࡸ
 
An interesting property of Boolean functions which 
attract several cryptographic applications is the 
balancing of the digits zero and one in the generated 
sequence. Generally, a Boolean function is said to be 
balanced if the probability of that function is 0.5 for 
all input variables chosen uniformly over a binary 
field. 

Examples of stream ciphers based on the 
combination of ݏܴܵܨܮ  and Boolean functions are 
found in A5/1 and LILI-128 stream ciphers. A5/1 was 
developed in 1987 and later became the most popular 
stream cipher in most European countries and United 
States to provide over-the-air communication privacy 
in GSM cellular telephone standard [12]. The cipher 
is working in conjunction with three ݏܴܵܨܮ (L-A, L-
B, L-C) with irregular clocking. The main idea of 
A5/1 is to mix the cycled bits generated by the three ݏܴܵܨܮ with respect to the irregularity in the clocking 
process. However, A5/1 seems to be vulnerable to 
cryptanalysis attacks presented in [13] and [14].  

LILI-128 is another stream cipher which was 
introduced in [15]. It uses two binary ݏܴܵܨܮ and two 
functions to generate a pseudorandom binary 
keystream. Nevertheless, two attacks presented in 
[16] and [17] make LILI-128 not secure. 

Finally, there are many other examples of stream 
ciphers using different techniques (functions, filters, 
etc) in conjunction with ݏܴܵܨܮ  to achieve higher 
security. One example is the stream cipher SNOW 
[18]. However, SNOW was also attacked in [19] and 
makes it infeasible to be used in secure applications.  
 
 
2.1.2 NLFSR/FCSR Based Stream Cipher 

Non-Linear Feedback Shift Register (ܴܰܵܨܮ) and 
Feedback with Carry Shift Register ሺܴܵܥܨሻ  are 

another two types of shift registers used in stream 
ciphers. The main purpose of these registers is to 
eliminate and destroy the linearity found in ݏܴܵܨܮ. 
The design of ܴܰܵܨܮ applies a non-linear function in 
the shift register to ensure the non-linearity in the 
output values from the corresponding shift register.  ܰݏܴܵܨܮ are used in several stream cipher designs 
such as the Grain stream cipher. Grain was developed 
in 2004 and submitted to eSTREAM project for 
evaluation in 2005 [20]. However, Grain was attacked 
in 2006 by two cryptanalysts as found in [21] and 
ܴܵܨܮ are similar to ݏܴܵܥܨ .[22]  with the difference 
that the elementary addition in ܴܵܥܨ  is with 
propagation of carries instead of addition modulo 2 as 
in ܴܵܨܮ. An example of ܴܵܥܨ-based stream cipher is 
the F- ܴܵܥܨ  stream cipher, which was developed 
recently and submitted for eSTREAM project 
evaluation [23]. However, F-ܴܵܥܨ  was attacked in 
[24] due to the weaknesses found in the initialization 
mechanisms as well as lacking entropy on the internal 
state. 

 
 

2.1.3 Clock Control Based Stream Cipher 
One way of introducing the non-linearity in the 

generated keystream is by having a shift register 
clocked irregularly. Figure 3 shows an example on 
clock controlled generator called the Altering Step 
generator, where the output of one ܴܵܨܮ  is 
controlling the other ݏܴܵܨܮ. 

 

 
 
 
 

There are various generators that are based on the 
idea of clock-controlling in shift registers for 
cryptographic purposes (refer to Figure 2). Some of 
these generators are: 
• Stop-and-Go Generator: Stop-and-Go generator 
was first introduced by Beth and Piper [25].  The idea 
of this generator is to let a control register R-A 
control the stepping of another register R-B. Beth and 
Piper believe that the stop-and-go generator is secure 
and immune against cryptanalysis attacks. However, 
the generator was subjected to efficient cryptanalysis 
attacks found in [26] and [27]. 
• Cascades Generator: Cascade generator is 
basically an extension of the stop-and-go generator, 
such that it is still relying on the idea that ݏܴܵܨܮ are 
controlling each other. There are two types of 

LFSR - B 

LFSR - C 

LFSR - A ⊕
OutputClock

Figure 3: Clock controlled Altering-Step generator 
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implementations [38]. The internal state of MUGI 
consists of two internal states (state a and buffer b) 
updated by two identical functions (called F-
function). The F-function uses three main techniques: 
key addition, non-linear S-box and MDS matrix for 
linear transformation. 

MUGI is not broken yet. However a weakness 
found in the linear part of MUGI was presented in 
[39], proved that the real response of the buffer 
without the feedback from the S-box consists of 
binary linear recurring sequences with linear 
complexity and very small period of 48 cycles. This 
theoretical analysis showed that by using the 
weakness above, cryptanalysts can use linear 
cryptanalysis to attack MUGI.  

Another example of stream cipher in this category 
is the WAKE (Word Auto Key Encryption) stream 
cipher [40].  WAKE has a simple structure and 
performs fast. The generation of new key depends on 
the ciphertext produced in the previous round. 
WAKE uses S-box of 256 32-bit values with special 
property where some bytes are obtained from a 
permutation of all possible bytes, and some other 
bytes are generated randomly. 

WAKE was subjected to a chosen plaintext or 
chosen ciphertext attack, which was fully analyzed in 
[41]. The analysis includes implementing two chosen 
plaintext attacks on WAKE with a complexity of 10ଵଽ.ଶ  and 10ଵସ.ସ  for the first and second attacks 
respectively. 

However, it seems that S-boxes are efficient in 
providing non-linearity with efficient performance in 
the internal states of the keystream generators. 
Designing a strong and cryptographic S-box is not 
easy. Therefore, any misuse of S-boxes in stream 
cipher leads to serious security vulnerabilities. 

 
2.2.3 Block Cipher Based Stream Ciphers 

This is another approach used in the design of 
stream ciphers. The block cipher is used as a core of 
the keystream generator of the corresponding stream 
cipher, such as using AES in LEX [42].  

Another design philosophy of stream ciphers in 
this category is based on the Substitution-Permutation 
Network (SPN) of block ciphers instead of using the 
components of block ciphers, as appeared in Hermes8 
stream cipher [43]. The security of such a design 
relies on the underlying block cipher that resides at 
the core of the stream cipher. Up to this day, among 
the submitted stream ciphers based on block ciphers, 
LEX [42] and Sosemanuk are the only two ciphers 
which have moved to the third phase of eSTREAM 
evaluation.  

 
2.2.4 NP-hard Problem Based Stream 

Ciphers 
A Non-deterministic Polynomial-time hard 

problem (NP-hard) is a mathematical problem that is 

considered as intractable and cannot be solved in 
polynomial time. NP-hard problems are widely used 
in several cryptographic primitives, and they proved 
to provide high level of security. 

A problem is NP-hard if every problem that is NP 
can be translated into an NP-hard problem in 
polynomial time. An NP-hard problem therefore is as 
hard as any other NP-problem. In fact, it is harder. No 
one knows a polynomial time solution to any NP-hard 
problem yet; the best known solutions are 
exponentially explosive. Hence, NP-hard problems 
are generally referred to as computationally 
intractable. 

Examples on popular NP-hard problems include: 
Discrete Logarithm Problem (DLP), Elliptic Curve 
Discrete Logarithm Problem (ECDLP) and Traveling 
Salesman Problem (TSP). These NP-hard problems 
and many others have been used in several security 
applications. Recently, new stream ciphers were 
proposed based on the intractability of these NP-hard 
problems, such as: ECSC-128 and DSP-128 stream 
ciphers. 

ECSC-128 is a stream cipher that is based on the 
intractability of ECDLP [44]. ECDLP is formally 
defined as follows: 
Definition 1: Given the points P and Q on elliptic 
curve E defined over a finite field with q (large prime 
number) elements of Fq, find the integer k such that 
Q = kP. 

ECSC-128 deploys the concept of point 
multiplication over elliptic curve (ECDLP) for 
generating keystream. Therefore, ECDLP is 
considered the essential element in providing ECSC-
128 with higher level of security. Evaluating the 
security of ECSC-128 is correlated to the evaluation 
of ECDLP. Therefore, ECSC-128 is a secure stream 
cipher since it is based on an intractable NP-hard 
problem. 

The other stream cipher in this category is the 
DSP-128 stream cipher, which is based on DLP [45]. 
DLP is formally defined as follows: 
Definition 2: Given ݖ, א ݕ  find the integer x such ,ܩ
that ݖ ൌ  .௫, where G is a finite field on n elementsݕ

DSP-128 deploys DLP in its keystream generator 
to generate keystream for plaintext encryption. The 
input key of DSP-128 is used as x that is appeared in 
Definition 2. Since the generation of new keystream 
is continuous through the encryption process, the 
value of x is incremented accordingly. DSP-128 is yet 
another secure stream cipher in this category, due to 
the intractability of the DLP that is being used for 
generating keystream. 

 
2.2.5 Logical and Arithmetic Operation 

Based Stream Ciphers 
There are stream ciphers which do not fit into the 

mentioned categories above. Some of these ciphers 
are based on bitwise addition and bits rotation 



operations as in Phelix, SEAL and RC4, while others 
based on mixing various functions in conjunction 
with some addition and rotation operations as in 
Rabbit. In this section we briefly describe some 
important stream ciphers that fit in this category. 
• Phelix Stream Cipher: Phelix stream cipher [46] 
is a high speed stream cipher selected for the software 
and hardware profiles of eSTREAM project. The 
main operations of Phelix are: addition modulo 2ଷଶ, 
bitwise XOR and rotation operations. The state of 
Phelix is broken into two groups: five state words 
called active states which are always participating in 
updating the internal function and four states called 
old state which is only used in the process of 
keystream generation. 

One can notice that the main operations in one 
block of Phelix are low-cost operations, in which they 
are fast in software and hardware implementations. 
However, Phelix has not moved to the third phase of 
the eSTREAM project evaluation due to some 
security vulnerability. Differential-linear attacks 
presented in [47], showed that with the assumption of 
reusing the nonce, the key of Phelix can be recovered 
with complexity   2ଷ  chosen plaintext words 
and  2ସଵ.ହ operations.  
• Rabbit Stream Cipher: Rabbit is another design 
of stream ciphers based on iterating a set of coupled 
non-linear functions – or as authors called them 
discretized chaotic maps [48]. The inner state of 
Rabbit consists of 513 bits. The first 512 bits represent 
8-state variables ሺݔ, … ,  ሻ of 32-bit length each andݔ
8-counter variables ሺܿ, … , ܿሻ. The remainder bit is 
used as a counter carry bit, b.  

It seems that Rabbit stream cipher is strong 
against cryptanalysis attacks. It is selected among few 
other ciphers for further evaluation by eSTREAM 
project.  
• RC4 Stream Cipher: This is yet another important 
example of stream cipher design. The well known 
stream cipher is widely used in many security 
protocols and software applications. Generating 
keystream in RC4 comprises two algorithms: The 
Key-Scheduling Algorithm (KSA) and the Pseudo-
Random Generation Algorithm (PRGA). The KSA 
algorithm uses a permutation array S of all 256 
possible bytes.  

At the present time, RC4 is not recommended for 
use in new applications. Several weaknesses of the 
KSA algorithm of RC4 [49] can be summarized in 
two points. First, weakness is the existence of 
massive classes of weak keys. These classes of weak 
keys enable the attackers to determine a large number 
of bits from the KSA output by using a small part of 
the secret key. Thus, the initial outputs of the weak 
keys are disproportionately affected by a small 
portion of key bits. The second weakness rests on a 
related key vulnerability. 

Other kinds of attacks on RC4 have been 
presented recently. Results in [50] showed a 
statistical bias of the digraphs distribution of the 
generated stream of RC4. Furthermore, a 
distinguishing attack had been developed based on 
the statistical bias found in the output sequences [51]. 
This bias is used along with the first two words of a 
keystream associated with around   2ଷ secret keys.  

 
 

2.3 Hybrid Design 
In this category we discuss other designs of 

stream ciphers based on a combination of hardware 
devices and software techniques to achieve their 
security. Most of the ciphers in this category depend 
on ݏܴܵܨܮ  as the main component of the stream 
cipher. The software techniques vary from using T-
function as in ABC stream cipher [52], look-up tables 
as in ORYX [55], and other techniques. 
• ABC Stream Cipher: ABC is a stream cipher 
algorithm that is submitted for eSTREAM project for 
evaluation [52]. ABC consists of 38, 32-bit registers. 
The registers are divided into two groups: 3 registers ሺݖ, ,ଵݖ  ሻ are representing the state of ABC, and 35ݔ
registers ሺ݀,  ݀ଵ, ݁, ݁, … , ݁ଷଵሻ represent the constant 
parameters fed to the cipher. In conjunction with the ݏܴܵܨܮ , ABC uses three main functions (A: linear 
function, B: T-function and C: non-linear mapping 
function). 

In terms of the security, several attacks on ABC 
make it fail moving to the third phase of eSTREAM 
project. Based on the weakness of function C as 
illustrated in [53], a correlation based divide-and-
conquer attack was able to find 63-bit of the state by 
searching   2ଷ  possible choices. Furthermore, a fast 
correlation attack on ABC was presented in [54]. The 
attack depends on some weak keys to recover the 
internal state.   
• ORYX Stream Cipher: ORYX is a stream cipher 
algorithm, proposed for use in North American digital 
cellular systems [55]. The structure of ORYX is 
based on binary ݏܴܵܨܮ  , S-box (look-up table) and 
permutation. The keystream generation is performed 
by clocking the three ݏܴܵܨܮ along with some fixed 
permutations in order to obtain the high bytes of the 
current state of each ܴܵܨܮ  using a combining 
function. 

ORYX is not a secure stream cipher due to the 
efficient attack presented in [56]. The attack can 
recover the full 96 bits internal state using only 25-27 
bytes of known plaintext with time complexity 
of  2ଵ.  

 
 
 

 



3. Discussion of Stream Ciphers 
Categories 
We have seen that researchers have made great 

efforts to improve the security of stream ciphers. In 
this paper we explored different categories of stream 
cipher designs. Each category has important features 
which make it different from the other categories.  

In term of efficiency, stream ciphers are generally 
implemented to be efficient on both hardware and 
software platforms. Throughout the survey we found 
that some stream ciphers tends to be more efficient on 
hardware as discussed in the category of hardware-
based stream ciphers. From the other perspective, the 
rest of stream ciphers rely on simple bit manipulation 
and mapping functions that make them more efficient 
from software perspective. 

From the security perspective, the analysis of each 
category shows that several stream ciphers were 
subjected to cryptanalysis attacks. Those attacks 
generally targeted at the keystream generator or as in 
some other stream ciphers it is called the next-state 
function.  

Based on our classification, we classify the attacks 
on stream ciphers into two types: hardware-based 
attacks and software-based attacks. In both types of 
the attacks, attacker tries to extract useful information 
from the keystream generator of the corresponding 
stream cipher. For instance, hardware-based attacks 
are generally focused on utilizing the linearity 
characteristic found in ݏܴܵܨܮ and extracting pattern 
from the resulted keystream, to attack the overall 
process of keystream generation. On the other hand, 
software-based attacks rely on the simplicity of 
software-based stream ciphers to attack the keystream 
generator. Therefore, stream ciphers which are based 
on NP-hard problems form the new direction for 
alternative software-based stream ciphers due to their 
irresistibility against cryptanalysis attacks.   

 
 
 

4. Conclusion 
This paper had classified stream ciphers into 

categories, where each category includes stream 
ciphers of similar properties. We found that 
researchers had put a considerable effort in 
developing new and fast secure stream ciphers. 
Unfortunately, wide range of stream ciphers are 
found vulnerable to cryptanalysis attacks. However, 
this study showed that several cryptographic 
primitives including stream ciphers, tends to make 
use of NP-hard problems in their implementations. 
The utilization of NP-hard problem had granted these 
primitives a higher level of security. Future stream 
ciphers are required to offer an optimum level of 
security, and at the same time, utilize the existing of 
multicore processors for optimum performance. 
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