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Abstract — Recently there has been a notable increases in the importance of intrusion detection systems’ (IDS) ability to accurately 

identify new types of threats and attacks. However, limitations exist within IDS frequently rendering them inaccurate in detecting 

attacks; the primary reason for this has been false negative or false positive alarms. The purpose of this paper is to contribute to the 

enhanced detection of new attacks. Because of the developments mentioned above, improvements to IDS efficiency must be made to 

harden the system security. If current system security measures are left unresolved, increased frequency of system damage and/or 

crashes can be reasonably anticipated. Based upon experimental testing of sample attacks, this paper proposes a new method for 

updating a blacklist based on the extraction of patterns through comparison to known malicious activities and code, using similarity 

measurement against a predefined database and network traffic, after analysis and classification of anomalies.   We demonstrate that 

intrusion black list modeling shows continued promise in making analysis of network traffic more efficient, and IDS critically more 

accurate. 
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I. INTRODUCTION  

Through increases in use of Internet Technology (IT) 
and the ever increasing skill of attackers, previously 
unknown threats to network stability continue to abound. 
Because of this, the protection of Information Systems (IS) 
against malicious activities and attacks in networks has 
never been more critical. There already exist many software 
tools to strengthen network security, such as Anti-Virus, 
Firewalls, IDS, etc... This paper focuses on Intrusion 
Detection System (IDS); IDS is generally structured as 
second stage of defense. The design intent of IDS is to 
detect attacks and notify administrators whenever there is 
suspicious or abnormal traffic. 

 The most prominent limitation of IDS to date has been 
false readings of code and activity (either false positive or 
false negative) which result in inaccurate attack detection 
events. IDS is, therefore not perfectly equipped to detect 
new attacks. We suggest that if IDS designers strategically 
integrate techniques based in similarity theory IDS should 
realize increased detection accuracy.  

Defensive security approaches such as Intrusion 
Detection System (IDS) and Intrusion Protection System 
(IPS) were developed to detect, prevent, and establish a 
perspective of network attacks. Intrusion must be analyzed 
more intensively to generate accurate data profiles 

describing each attack and to establish a more suitable 
decision-making power within the IDS. 

Intrusion analysis techniques (which were originally 
developed to enhance IDS) provide details about the traits of 
the attack and the behavior of the attacker. Analysis of 
attack intention is a prime example of the focus of intrusion 
analysis. Typical items of interest to intrusion analysis 
include IP addresses, ports, type of services and protocol, 
etc. The most common techniques for intrusion analysis 
depend on determining the features from the attack path as 
reported by [14-18]. The drawback of these techniques is 
that they are not suitable for large numbers of features. It 
has thus far been limited to handling specific types of 
features, and has yet to develop to an operationally feasible 
state, capable of efficiently presenting all the distinctives of 
an attack. With that limitation in mind, these techniques do 
work well with specific types of attacks, such as Distributed 
Denial of Service (DDOS) attacks.  

In general, attack analysis is a critical and challenging 
task in security management [10]. The limited capability of 
security sensors and network monitoring tools make attack 
observation inaccurate and render the output 
incomprehensible. 

This paper, presents a set of processes, shown in Fig. 1 
that apply a similarity measurement to identify new attacks 
and add them efficiently to a blacklist. The proposed model 
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will be described in section 3 which defines the internal 
processes of the model. In section 4, we will explain the 
most salient ideas and issues in the current body of research. 
Finally, our experiments and discussion of findings are 
provided, based upon samples of statistical data describing 
known attack features. 

II. RELATED WORKS  

This section reviews literature on the network security, 
attacks and threats, intrusion detection systems and attack 
similarity theory. 

Since the advent of the Internet, the number of LANs 
and personal computers has increased dramatically and this, 
in turn has given rise to a global, virtual environment, 
vulnerable to substantial security risks which arrive through 
networks. Firewall devices which impose an access control 
policy between two or more networks via software or 
hardware were a reaction to this new threat reality. Firewalls 
were primarily aimed at e-mail and Web surfing and sought 
to control inbound and outbound access to the Internet. 

Network security is critically important in today’s world 
because it is secures all information passing through 
networked computers. Network security involves with all 
hardware and software functions, characteristics, features, 
operational procedures, accountability measures, access 
controls, administrative and management policy required to 
provide satisfactory level of safety for hardware, software, 
and information in a network [1]. 

Design and implementation of a network security model 
was presented in [2] using routers and firewall. Within that 
function, it also identified: 

1)  the network security weaknesses in router and 

firewall network devices,  

2) the type of threats arriving at entry points guarded 

by the firewall,  

3) the system’s responses to those threats, and  

4) the method to prevent the attacks and hackers from 

accessing the network.  

 
The proposed model in [2] provides a checklist to use in 

evaluating whether a network is adhering to best practices in 
network security and data confidentiality. However, the 
model aims to protect the network from vulnerabilities, 
threats, attacks, configuration weaknesses and security 
policy weaknesses. 

Generally, the authors of [3] started with the current 
situation of network security and analyzed its most 
influential elements to provide references the development 
of new models for securing computational property within 
networks.   

  An intrusion detection system detects various kinds of 
malicious network traffic and computer usage that cannot be 
detected by a conservative firewall. Thus, some researchers 
have focused on different types of attacks on IDS and given 

descriptions of different attacks aimed at different protocols 
such as TCP, UDP, ARP and ICMP [4].  

Whereas, the authors of [5] has concentrated on the 
design and develop the Intrusion Detection System for 
detecting Distributed Denial of Service (DDoS) Attacks in 
the network using Jpcap library in Java Programming 
language. 

A new incremental hybrid intrusion detection system 
was proposed by [6]. This framework combines incremental 
misuse detection and incremental anomaly detection. The 
framework can learn new classes of intrusion that had not 
existed in previous data used for training incremental 
misuse detection. The framework has lower computational 
complexity so it is suitable for real-time or on-line learning.  

Most intrusion analysis approaches are based on alert 
correlation techniques. These techniques are connected to 
network tools for assistance (such as IDS) to understand and 
analyze the intrusion event. The drawback of most of these 
techniques is that they are developed to prevent future 
attacks and minimize damage [11, 12, 13]. Thus, innovative 
methods and techniques are needed in the analysis of the 
attacks to increase the accuracy of the IDS through pre-
analysis and the establishment of a robust intrusion blacklist 
in advance – this would provide the greatest help to IDS in 
their decision making. 

Three novel algorithms based on the threshold algorithm 
were introduced in [7], it exploited the semantic properties 
of the new similarity measures to achieve the best 
performance in theory and practice.  

Tanimoto based a similarity measure for host-based 
intrusions on a binary feature set for training and 
classification introduced by [8]. The k-nearest neighbor 
(KNN) classifier has been utilized to classify a given 
process either  as normal or as an attack. 

The Agile Similarity Attack Strategy (ASAS) model 
proposed by [9] heuristically identifies and monitors similar 
evidence between a new criminal case and others. The 
model uses a classification method based on a relation 
between attack evidence priorities with evidence group 
values, presented as a vector. Furthermore, the model uses a 
cosine similarity as a distance-based similarity measure 
(Metric Axioms) to improve the quality of decision making. 

III. INTRUSION BLACKLIST MODEL 

This section presents a new proposed model called the 
intrusion blacklist model. The proposed model adopts 
network capturing tools such as Wireshark, and Snort, as 
Network Intrusion Detection Systems (NIDSs). Network 
traffic is captured in the initial phase through network 
capturing tools, which normally produce a huge array of 
security data. This study will be empirical, using Snort, a 
free, open source system, whose core function is to monitor 
network traffic and detect attempts at intrusion.  Where one 
or more tools within Snort will be used in each process 
(either in stand-alone status or collaboratively with tools 
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from other software packages which were tested working 
alongside Snort), there will be a series of processes which 
will lead to updating the intrusion blacklist. The proposed 
model includes five processes, i.e. collection, analysis, 
detection, classification, and similarity. 

In the collection process, network traffic will be 
compiled using Snort which in turn converts network data 
into a coded form, pcap or log file, during real time network 
data traffic capture.  The capture is then routed for analysis.  
Packets will be analytically read using tools include libraries 
such as libpcap to extract features according to signature 
and then stored to a database. This process is important 
because all subsequent processes will rely upon it; 
furthermore the useful selection of features at this stage will 
affect the work of snort.  

During the detection process, operations are performed 
to detect abnormal activity and possible attacks in packets 
by matching features with rules ranked within a hierarchy – 
this process is one of the main stage in NIDS, since it takes 
responsibility assigning a proper action in response to each 
case intrusion: either log the packet or send an alarm 
notification. Naturally, if the packet is normal will be 
ignored. Once the full process is concluded, an output file 
will be created logging all alerts generated by NIDS (Snort). 
However, the rules of the NIDS can be controlled and 
amended by the user to improve result over time [19]. 

In the classification process, the NIDS generates many 
alerts some of which will be irrelevant.  During this stage 
abnormal packets will be noted if categorized as a serious 
attack or not.  Using k-nearest neighbor classifier in this 
way can detect a serious attack and minimize false alarms, 
then store them into database [20]. 

Finally, the similarity analysis process will be used to 
evaluate similar, abnormal packets through comparison with 
a predefined database, using Jaccard with Euclidean 
distance to estimate similarity of the most recently 
discovered attack features. This approach will improve IDS 
work through data refinement and the reduction of false 
alarms. The output will be an updated Blacklist database 
whose aim is to prevent future intrusive attacks [21]. 

 

 

Fig. 1. Black list process model 

IV. EXPERIMENTAL RESULTS AND ANALYSIS 

 This section evaluates the proposed model based on its 
analysis of a sample of 50 different types of attack. Each 
attack will be analyzed and extracted to identify 10 different 
type of features, such as, source IP address, destination IP 
address, port number, vulnerability, alert priority, time of 
life, type of protocol, type of service, …etc.  

Each feature will be numbered from 1-10, and it will be 
weighted for subsequent calculation based on criteria that 
rank the importance of each feature and the frequency of its 
occurrence.  

Table I shows features’ occurrence for each attack with a 
predefined attack database. The similarity percentage will 
be calculated using similarity measurement  as a real-valued 
function that quantifies the similarity between the 
suspicious attack described in the Snort database and the 
observed attack. 

TABLE I.  EXAMPLE OF SIMILARITY OF THE ATTACK FEATURES  

Feature # 
Feature  

Similarity 

1 12 % 

2 30% 

3 1% 

4 0% 

5 0.02% 

6 0.22% 
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7 0% 

8 0.32% 

9 50% 

10 2% 

 

The evaluation of the results shows that the proposed 
intrusion blacklist model provides useful information and 
increases the possibility of detecting the real attack. 
Moreover, it helps IDSs eliminate the most similar features 
of the intrusions based on the similarity of attack features 
shown in Fig. 2; this helps improve the decision making 
process and the accuracy of the IDS. 

Fig. 2. Similarity of features of the attack 

V. CONCLUSION AND FUTURE WORK  

This paper proposes a new model to pre-analyze attacks 
during network traffic. The proposed model expects to make 
intrusion detection more accurate, an invaluable asset to IDS 
and all users. The proposed model will improve the quality 
of IDS decision making, in order to obtain clear information 
and achieve acceleration of the intrusion detection. Attack 
analysis is a critical and challenging task in network security 
management. Furthermore, features of attack recognition 
and analysis are an important research area in the field of 
network security. Obviously, to gain a higher ratio of 
intrusion detection, deeper analysis is desirable, as are more 
efforts to identify features of new attacks using suitable 
network security tools. 

This paper is expected to conclude that most intrusion 
analysis approaches are based on alert correlation 
techniques which are used to understand and analyze the 
intrusion occurrence. Thus, the contribution of the research 
is anticipated to be the formulation of new, innovative 
methods and techniques aimed at increasing the accuracy of 
the IDS in order for it to be improved as a strong 
preliminary intrusion analysis tool capable of establishing a 
more reliable intrusion blacklist before actual attacks occur, 
and to thereby to help the IDS in its decision making. 
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